FORENSIC DNA COLLECTION: A CITIZEN’S GUIDE TO YOUR RIGHTS
SCENARIOS AND RESPONSES

1.

DNA Dragnets
Scenario
You are between the ages of 18 and 35 and live in a city, town or neighborhood where a homicide has
occurred. A police officer comes to your home and requests a cheek swab of your saliva so that a DNA
profile can be obtained. You are told that the purpose of obtaining your DNA is to exclude you as a
suspect. This is what is known as a DNA dragnet to find the perpetrator of a crime. You are told that
you have the right to refuse but if you do, the police will treat you as a potential suspect. You are not
told anything about what will happen to your DNA profile and the biological sample from which it is
drawn after the case is closed.
Legal Rights and Responses
You have the right to refuse to allow police to conduct a cheek swab. It is legal for police to ask for a
voluntary DNA sample but they must be careful about how they phrase the request. A Fourth
Amendment violation can occur if police mislead an individual; for example, by saying he or she has a
duty to provide a sample or saying that the person will be treated as a suspect for refusing. The courts
have repeatedly determined that the taking of DNA constitutes a “search” under the Fourth Amendment.
It is also improper for police to threaten to report names to the press of those refusing to provide a
sample.
DNA dragnets are not always truly “voluntary” and may feel extremely coercive. People are often
afraid to say no to police out of fear that their refusal may cast suspicion on them. But you have the
right to say no and you should exercise that right. If you agree to provide a DNA sample, you should
assume the police will keep it forever and will include your profile in the offender database. Because
you have given the sample voluntarily, you may not be eligible for your state’s procedure to have the
sample expunged. If you have any concerns about giving a sample voluntarily, you should tell the
police that you wish to talk with a lawyer about the consequences of providing a sample before you
decide whether to give one. Although the police may be suspicious of your refusal, they cannot obtain a
warrant based only on that refusal.
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While law enforcement officials may promise to destroy samples after testing, there is no way to
determine if the evidence has in fact been destroyed. After a DNA dragnet of over 1,000 men in
Louisiana failed to find a match to the suspect’s genetic profile, law enforcement officers entered the
local men’s DNA profiles into the state’s criminal database. Some individuals have sued, usually
without success, to have their DNA profiles removed and biological samples destroyed.
2.

Arrestee DNA Collection
Scenario
You are arrested and detained but not charged or convicted of any crime. Can the police obtain a profile
of your DNA? Can they upload the profile to the national forensic DNA database, CODIS (Combined
DNA Index System), operated by the FBI? Are you obligated to give the police a biological sample
(blood or saliva)?
Legal Rights and Responses
If federal agents detain and arrest you, they have the authority to take DNA from you and to
immediately upload it to CODIS. If local authorities arrest you, depending on the laws in your state,
you may be obligated to give a DNA sample. The DNA Fingerprint Act of 2005 allows states to upload
profiles to CODIS. Eleven states (Alaska, Arizona, California, Kansas, Louisiana, Minnesota, New
Mexico, North Dakota, Tennessee, Texas and Virginia) currently allow for involuntary DNA collection
from individuals merely arrested or suspected of a crime. You should familiarize yourself with the laws
in your state and if they do not provide for involuntary collection, you should consult with an attorney
before submitting to a DNA test.
Usually the police need a search warrant to collect your DNA unless you have been convicted of a
crime. Under federal law, the government requires people arrested for certain crimes to provide DNA
samples. These laws probably violate the Fourth Amendment to the U.S. Constitution which guarantees
“the right of the people to be secure in their persons, houses, papers, and effects against unreasonable
searches and seizures.” The conduct of a “search” generally requires probable cause and a judicial
warrant, or at least individualized suspicion. However, the courts have yet to decide this question. If the
police want to take a sample of your DNA, you should make it clear that you are not voluntarily
providing a sample, recognizing that they may take it anyway.
In April 2008, the U.S. Department of Justice proposed a rule for compelled DNA sample collection
from arrestees and detainees under the DNA Fingerprint Act of 2005 and the Adam Walsh Child
Protection and Safety Act of 2006. The rule directs federal agencies that arrest or detain individuals to
obtain DNA samples if the agency also takes fingerprints from such persons and specifies procedures for
collection. The rule does not indicate whether an arrestee/detainee will be advised of their right to legal
counsel before a DNA sample is taken, nor does it provide for an appropriate period of delay to
accommodate judicial review if counsel for the arrestee wishes to seek a determination by a court of the
legality of the DNA sample collection before it occurs. Substantial questions surround the
constitutionality of compelled DNA seizures from people who have not been convicted of crimes and
the issue has yet to be definitively determined by the courts. In addition, the rule proposes to sanction
the use of physical force and compulsion against unconvicted and presumably innocent individuals.
Finally, the rule allows federal agencies to contract with private entities to carry out the collection of
DNA samples.

3.

Familial Searching of DNA
Scenario
A detective visits your home and explains that the DNA profile of a second cousin of yours was a close,
but not identical, match with the DNA profile obtained from biological evidence left at a crime scene.
The detective explains that the perpetrator of the crime is very likely a member of your family and s/he
would like to ask you questions about your family. In addition, the detective requests a cheek saliva
swab from you so that you can be eliminated as a suspect in this crime.
Legal Rights and Responses
You do not have to talk to the police or let them into your home. You can tell them that you want to
consult with an attorney before deciding whether to speak with them (and then do so). You can also tell
them that you simply do not wish to talk to the police at all, as is your right under the Fifth Amendment
against self-incrimination. You do not need to provide a DNA sample unless they have a search warrant
that requires it.
In 2006, laws that limited familial searching were loosened and police are increasingly engaging in
familial or “low stringency” DNA searches. DNA profiles in government forensic DNA databases are
used to identify parents, children, siblings and relatives whose profiles are not in the databases, thus the
term familial searching. Because DNA is inherited, family members share a common gene pool and are
likely to have similar profiles. Fully cognizant of this, governments permit DNA databases to be
searched for near matches between DNA profiles contained in databases and profiles collected at crime
scenes. In this way, governments are expanding genetic surveillance beyond those individuals whose
DNA is contained in databases to wholly innocent family members. This means that if you share genes
with someone convicted or merely arrested for a crime, your genetic information is also in the
government’s database, even if your relative is never convicted of a crime.
The realities of the criminal justice system ensure that communities of color will be disproportionately
affected by familial searching. From 1994 to 2004, African-Americans were five times more likely than
whites to be incarcerated, and in 2000, African-Americans and Latinos comprised 63% of incarcerated
adults even though collectively they represented only 25% of the U.S. population. This reality is
perpetuated by racial profiling, discriminatory sentencing and general racial bias in the criminal justice
system. Consequently, many racial and ethnic minorities who have never committed or even been
accused of committing crimes are increasingly being trapped in a genetic surveillance web of “guilt” by
familial association.

4.

Non-Violent Crime Convictions and DNA Sampling
Scenario
You have been convicted of a non-violent crime and placed on probation. You have never served jail
time. The police department requests a blood sample so they can file a profile of your DNA.
Legal Rights and Responses
Most courts have held that if a statute authorizes the government to collect DNA from a person
convicted of a felony then the police may do so, although almost all of these cases involve people
convicted of violent felonies. You should talk to a lawyer about whether the law authorizes them to take
a sample based on your specific conviction and whether that law is constitutional.

There may be an issue regarding the terms of probation – a boiler plate condition might be to comply
with this sort of request. Most states collect DNA samples from all felons. Many states also collect
DNA samples from individuals who have committed certain kinds of misdemeanors.
5.

Retroactive DNA Profiling
Scenario
You have served two years in jail for failure to comply with a court order to pay child support. Before
your release, the police want to place your DNA profile on CODIS, the national forensic DNA database.
What are your rights with regard to retroactive DNA profiling?
Legal Rights and Responses
The U.S. Constitution most likely does not prohibit applying DNA laws retroactively. Some state
constitutions may prohibit it and some DNA collection laws do not apply retroactively to people
convicted before the laws went into effect. The expectation of privacy is greatly lessened while in
confinement, so while you do not have to voluntarily comply, your DNA sample will likely be taken
from you involuntarily.

6.

Surreptitious DNA Sampling
Scenario
You have refused to give police a DNA sample in their familial search. The police subsequently go
through your curbed garbage during the night to obtain samples of your DNA from discarded items such
as plastic cups or cigarette butts. Can the police forage through your garbage to obtain samples of your
DNA?
Legal Rights and Responses
This practice, known as “surreptitious sampling,” is currently legal. There is no expectation of privacy
in garbage once it is out on the curb. Courts have found that there is no expectation of privacy in
discarded genetic material and that the practice of surreptitious sampling does not violate the Fourth
Amendment. The U.S. Constitution does not prohibit the police from searching your garbage because
you are deemed to have abandoned it. State constitutions or laws may prohibit the police from doing
this.

7.

Genetic Privacy
Scenario
Your DNA profile has been uploaded onto the national forensic DNA database because of a previous
arrest. The police give another agency of government that is studying behavioral genetics access to the
DNA database, which includes your profile. The police also allow the genetic investigators to examine
the original biological sample of anyone in the database. What are your rights? What laws, if any,
protect the privacy of your genetic information?

Legal Rights and Responses
Such use, without individual informed consent, is improper. The Fourth Amendment to the Constitution
protects the privacy of genetic information collected for law enforcement purposes from being used in
unrelated research projects. Personal data should be used for the purpose for which it was collected.
Individuals convicted of a crime have fewer civil rights and may not be successful in challenging the
sharing of their profiles. Those who were arrested and not convicted do not lose their rights, however,
and may have a legitimate claim in a court of law. The reality, however, is that you will probably never
know if other governmental agencies have access to your DNA profile. This could be extended to an
array of potential research such as the possibility of the government licensing your DNA sample to a
private company to help it develop some sort of commercial product.

8.

Removal of DNA from Databases
Scenario
You have been charged with criminal trespass in a political demonstration. Your DNA was taken during
the booking procedure. You were never convicted of a crime. Do you have the right to have your DNA
profile removed from the database and the biological sample destroyed?
Legal Rights and Responses
Under the DNA Fingerprint Act of 2005, it is more difficult to have your DNA profile removed and the
sample destroyed. In the past, if an individual was acquitted or if charges were dismissed, the state had
the burden of removing an arrestee’s sample from CODIS, the national DNA database. Under the new
legislation, the arrestee is required to file a certified copy of a final court order establishing that all
charges have been dismissed, the case resulted in an acquittal or that no charges were filed.
Laws in 29 states specifically require that DNA evidence be retained. Wisconsin law mandates that the
biological sample be destroyed after a DNA profile is created. Laws in Connecticut, Georgia, Nebraska
and Virginia require permanent retention; Arizona retains them for 35 years.

In all of the above instances, it is imperative that individuals exercise their due process right to legal counsel.

__

